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� 3ODLQWLII��E\�LWV�DWWRUQH\V�*DUYH\�6FKXEHUW�%DUHU��KHUHE\�FRPSODLQV�RI�WKH�'HIHQGDQW�DQG�

DOOHJHV��

-85,6',&7,21�$1'�9(18(�

��� -XULVGLFWLRQ� RI� WKLV� &RXUW� RYHU� 3ODLQWLII¶V� FODLPV� LV� SUHGLFDWHG� RQ� ��� 8�6�&�� ��

������ � 7KHUH� LV� FRPSOHWH� GLYHUVLW\� RI� FLWL]HQVKLS� EHWZHHQ� 3ODLQWLII� DQG� 'HIHQGDQW�� � 8SRQ�

LQIRUPDWLRQ�DQG�EHOLHI��3ODLQWLII�LV�VXVWDLQLQJ�LUUUHSDEOH�LQMXU\�DQG�ILQDQFLDO�ORVVHV�DV�D�UHVXOW�RI�

'HIHQGDQW¶V�RQJRLQJ�EUHDFK�RI� WKH�3DUWLHV¶�$JUHHPHQW�5HJDUGLQJ�8VH�RI�'1&�1DWLRQDO�9RWHU�

)LOH�'DWD� �WKH� ³$JUHHPHQW´�� WKDW� DUH� LQFDSDEOH�RI�SUHFLVH�FDOFXODWLRQ��EXW� H[FHHG�������������

SHU�GD\��
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��� 9HQXH� LV� SURSHU� LQ� WKLV� 'LVWULFW� EHFDXVH� WKH� $JUHHPHQW� DSSOLHV� WKH� ODZ� RI� WKH�

'LVWULFW� RI� &ROXPELD�� 'HIHQGDQW� LV� GRPLFLOHG� LQ� WKLV� 'LVWULFW�� DQG� 'HIHQGDQW� PDLQWDLQV� LWV�

SULQFLSDO�SODFHV�RI�EXVLQHVV�LQ�WKLV�'LVWULFW��

3$57,(6�

��� $W�DOO� WLPHV�KHUHLQDIWHU�PHQWLRQHG��3ODLQWLII�%HUQLH�������,QF�� �WKH�³&DPSDLJQ´��

ZDV��DQG� LV��D�QRW�IRU�SURILW�FRUSRUDWLRQ�DQG�SROLWLFDO�RUJDQL]DWLRQ�RUJDQL]HG�XQGHU� WKH� ODZV�RI�

WKH� 6WDWH� RI� 9HUPRQW�� FRQVLVWHQW� ZLWK� WKH� )HGHUDO� (OHFWLRQ� &DPSDLJQ� $FW� RI� ������ � 7KH�

&DPSDLJQ�LV� WKH�HOHFWLRQ�YHKLFOH�IRU������QDWLRQDO�SUHVLGHQWLDO�FDQGLGDWH�%HUQLH�6DQGHUV�� �7KH�

&DPSDLJQ�PDLQWDLQV�LWV�SULQFLSDO�SODFH�RI�EXVLQHVV�DW�����&KXUFK�6WUHHW��6XLWH������%XUOLQJWRQ��

9HUPRQW��

��� 8SRQ� LQIRUPDWLRQ� DQG� EHOLHI�� '1&� 6HUYLFHV� &RUSRUDWLRQ�� G�E�D� 'HPRFUDWLF�

1DWLRQDO� &RPPLWWHH� �WKH� ³'1&´�� DW� DOO� WLPHV� UHOHYDQW� KHUHWR� ZDV�� DQG� LV�� D� QRW�IRU�SURILW�

FRUSRUDWLRQ�RUJDQL]HG�XQGHU� WKH� ODZV�RI� WKH�'LVWULFW�RI�&ROXPELD��DV� WKH�RSHUDWLQJ�ERG\�RI� WKH�

8QLWHG�6WDWHV�'HPRFUDWLF�3DUW\���8SRQ�LQIRUPDWLRQ�DQG�EHOLHI��WKH�'1&�PDLQWDLQV�LWV�SULQFLSDO�

SODFH�RI�EXVLQHVV�DW�����6RXWK�&DSLWRO�6WUHHW�6RXWKHDVW��LQ�:DVKLQJWRQ��'LVWULFW�RI�&ROXPELD���

)$&76�
�

The Agreement 
 

��� 2Q�RU�DERXW�2FWREHU�����������WKH�&DPSDLJQ�DQG�WKH�'1&�HQWHUHG�DQ�DJUHHPHQW�

FDSWLRQHG�³$JUHHPHQW�%HWZHHQ�WKH�'1&�DQG�3UHVLGHQWLDO�&DPSDLJQ�&RPPLWWHHV�5HJDUGLQJ�XVH�

RI� '1&� 1DWLRQDO� 9RWHU� )LOH� 'DWD´� �WKH� ³$JUHHPHQW´��� � $� WUXH� DQG� FRUUHFW� FRS\� RI� WKH�

$JUHHPHQW��ZLWK�DSSHQGLFHV��LV�DQQH[HG�KHUHWR�DV�³([KLELW�$�´�

��� 7KH�$JUHHPHQW�HVWDEOLVKHV�D� OLFHQVLQJ�DUUDQJHPHQW�ZKHUHE\�WKH�&DPSDLJQ�LV� WR�

EH�JUDQWHG� OLPLWHG� DFFHVV� WR�GDWD� �³9RWHU�'DWD´�� IURP� WKH�'1&¶V�YRWHU� ILOH�� LQFOXGLQJ�EXW�QRW�
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OLPLWHG� WR�� GHPRJUDSKLF� DQG� JHRJUDSKLF� GDWD� IRU� UHJLVWHUHG� YRWHUV� �VXFK� DV� QDPH�� DGGUHVV� DQG�

MXULVGLFWLRQ��� HPDLO� DGGUHVVHV�� YRWHU� UHJLVWUDWLRQ� VWDWXV�� WHOHSKRQH� QXPEHUV�� YRWH� KLVWRU\��

FRPPHUFLDOO\� DFTXLUHG� FRQVXPHU� GDWD�� HWKQLFLW\� LQIRUPDWLRQ�� SROLWLFDO� SDUW\� SUHIHUHQFH� RU�

DIILOLDWLRQ��LI�DQ\��FDQGLGDWH�SUHIHUHQFH�GDWD���LI�DQ\��DQG�RWKHU�NH\�DQDO\WLF�PHWULFV�VHOHFWHG�E\�

WKH�'1&��

��� 8SRQ�LQIRUPDWLRQ�DQG�EHOLHI��WKH�'1&�OLFHQVHV�LWV�9RWHU�'DWD�WR�DOO�FDQGLGDWHV�IRU�

WKH�'HPRFUDWLF�3DUW\�QRPLQDWLRQ�IRU�WKH������QDWLRQDO�SUHVLGHQWLDO�HOHFWLRQ��

��� 7KH�9RWHU�'DWD�LV�KRVWHG�E\��DQG�DFFHVVHG�YLD�VRIWZDUH�SURYLGHG�E\�1*3�9$1��D�

WKLUG�SDUW\�YHQGRU�XQGHU�FRQWUDFW�ZLWK�WKH�'1&��

��� 7KH� 9RWHU� 'DWD� LV� LQVWUXPHQWDO� WR� WKH� IXQGUDLVLQJ� HIIRUWV� RI� DOO� SUHVLGHQWLDO�

FDQGLGDWHV�±�EXW�LW�LV�HVSHFLDOO\�FULWLFDO�WR�WKH�&DPSDLJQ��ZKLFK�KDV�EHHQ�ILQDQFHG�SULPDULO\�ZLWK�

FRQWULEXWLRQV�IURP�LQGLYLGXDO�GRQRUV�UDWKHU�WKDQ�3ROLWLFDO�$FWLRQ�&RPPLWWHHV��³3$&V´��

���� ,Q�D�IXQGUDLVLQJ�GULYH�FRQGXFWHG�EHWZHHQ�'HFHPEHU����������DQG�'HFHPEHU�����

������WKH�&DPSDLJQ�UDLVHG�PRUH�WKDQ���������������±�RU�PRUH�WKDQ�������������SHU�GD\���0RVW�

RI� WKLV�PRQH\� FDPH� IURP� LQGLYLGXDO� GRQRUV� LGHQWLILHG� WKURXJK�� inter alia�� WKH� VWUDWHJLF� XVH� RI�

9RWHU�'DWD��

���� 7KH� '1&� LV� RQH� RI� WKH� PRVW� SRZHUIXO� SROLWLFDO� DSSDUDWXVHV� LQ� WKH� QDWLRQ���

&DQGLGDWHV�VHHNLQJ�WKH�QRPLQDWLRQ�RI�WKH�'HPRFUDWLF�3DUW\�IRU�SXEOLF�RIILFH�UHO\�KHDYLO\�RQ�WKH�

VXSSRUW�RI�WKH�'1&�WR�RUJDQL]H�DQG�SXEOLFL]H�WKHLU�FDPSDLJQV��

���� 7KH� ORVV� RI� '1&� VXSSRUW� FRXOG� VLJQLILFDQWO\� GLVDGYDQWDJH�� LI� QRW� FULSSOH�� D�

'HPRFUDWLF�FDQGLGDWH¶V�FDPSDLJQ�IRU�SXEOLF�RIILFH��

���� ,Q�YLHZ�RI�WKH�QDWLRQDO�SROLWLFDO�LPSRUWDQFH�RI�WKH�&DPSDLJQ����DQG�E\�H[WHQVLRQ��

WKH�LPSRUWDQFH�RI�WKH�9RWHU�'DWD�DQG�WKH�$JUHHPHQW����WKH�$JUHHPHQW�VXEVWDQWLDOO\�UHVWULFWV�ERWK�
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3DUWLHV¶�ULJKWV�RI�WHUPLQDWLRQ�WR�FDVHV�RI�SURORQJHG�DQG�YROXQWDU\�EUHDFK���7KH�$JUHHPHQW�VWDWHV��

LQ�UHOHYDQW�SDUW��

(LWKHU� SDUW\� PD\� WHUPLQDWH� WKLV� $JUHHPHQW� LQ� WKH� HYHQW� WKDW� WKH� RWKHU� SDUW\�

EUHDFKHV� WKLV� $JUHHPHQW�� WKH� QRQ�EUHDFKLQJ� SDUW\� VHQGV� ZULWWHQ� QRWLFH� WR� WKH�

EUHDFKLQJ�SDUW\�GHVFULELQJ�WKH�EUHDFK��DQG�WKH�EUHDFKLQJ�SDUW\�GRHV�QRW�FXUH�WKH�

EUHDFK�WR�WKH�VDWLVIDFWLRQ�RI�WKH�QRQ�EUHDFKLQJ�SDUW\�ZLWKLQ�WHQ������FDOHQGDU�GD\V�

IROORZLQJ�LWV�UHFHLSW�RI�VXFK�QRWLFH��

([KLELW�$�������E���HPSKDVLV�DGGHG���

���� 7KH�$JUHHPHQW� GRHV� QRW� SHUPLW� HLWKHU� 3DUW\� WR� VXVSHQG� LWV� SHUIRUPDQFH� RI� WKH�

$JUHHPHQW�SULRU�WR�WHUPLQDWLQJ�WKH�$JUHHPHQW�LQ�DFFRUGDQFH�ZLWK�WKH�SURYLVLRQ�DERYH��

���� 7KH� $JUHHPHQW� GRHV� QRW� SHUPLW� HLWKHU� 3DUW\� WR� WHUPLQDWH� RU� VXVSHQG� WKH�

$JUHHPHQW� ZLWKRXW� QRWLFH�� RU� ZLWKRXW� SURYLGLQJ� WKH� EUHDFKLQJ� 3DUW\� ZLWK� WKH� UHTXLVLWH�

RSSRUWXQLW\�WR�FXUH��

���� 7KH�$JUHHPHQW�UHTXLUHV� WKH�'1&�WR�³XVH�VHFXULW\�PHDVXUHV��ZLWK�UHVSHFW� WR� WKH�

&DPSDLJQ� 'DWD�� WKDW� DUH� FRQVLVWHQW� ZLWK� JRRG� SUDFWLFHV� LQ� WKH� GDWD� SURFHVVLQJ� LQGXVWU\�´��

$JUHHPHQW������I����8QGHU�WKH�$JUHHPHQW��WKH�'1&�ZDUUDQWV�WKDW�LWV�VHUYLFHV�VKDOO�³EH�SHUIRUPHG�

LQ� D� SURIHVVLRQDO� DQG� ZRUNPDQOLNH� PDQQHU�� FRQVLVWHQW� ZLWK� LQGXVWU\� VWDQGDUGV� LQ� WKH� GDWD�

SURFHVVLQJ�LQGXVWU\�´��$JUHHPHQW�������

17) 7KH� $JUHHPHQW� IXUWKHU� UHTXLUHV� WKH� '1&� WR� ³WDNH� DOO� PHDVXUHV� QHFHVVDU\� WR�

SURWHFW�WKH�VHFUHF\�RI��DQG�WR�DYRLG�GLVFORVXUH�DQG�XQDXWKRUL]HG�XVH�RI´�FRQILGHQWLDO�LQIRUPDWLRQ�

GLVFORVHG� E\� WKH� &DPSDLJQ� WR� WKH� '1&� �³&RQILGHQWLDO� ,QIRUPDWLRQ´��� � $JUHHPHQW�� �� ��D����

3XUVXDQW� WR� WKH�$JUHHPHQW�� WKH�'1&� XQGHUWDNHV� WR� ³LPPHGLDWHO\� QRWLI\� WKH�&DPSDLJQ� LQ� WKH�

HYHQW� RI� DQ\� XQDXWKRUL]HG� XVH� RU� GLVFORVXUH� RI� WKH� >&DPSDLJQ¶V@� &RQILGHQWLDO� ,QIRUPDWLRQ�
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LQFOXGLQJ�WKH�IXOO�H[WHQW�RI�WKH�WLPH��SODFH�DQG�PDQQHU�RI�WKH�XVH�RU�GLVFORVXUH�DQG�WKH�FRUUHFWLYH�

VWHSV�WDNHQ�E\�WKH�'1&�WR�DGGUHVV�WKH�XQDXWKRUL]HG�XVH�RU�GLVFORVXUH�´��Id. 

���� 8SRQ� LQIRUPDWLRQ� DQG� EHOLHI�� WKH� '1&� KDV� H[HFXWHG� VLPLODU� DJUHHPHQWV� ZLWK�

RWKHU� FDQGLGDWHV¶� SROLWLFDO� FDPSDLJQV� �³9RWHU� 'DWD� $JUHHPHQWV´��� UHTXLULQJ� WKH� '1&� WR�

VDIHJXDUG� &RQILGHQWLDO� ,QIRUPDWLRQ� WKDW�PLJKW� EH� GLVFORVHG� E\� WKRVH� FDPSDLJQV�� � 7KRXJK� WKH�

$JUHHPHQW�GLVFODLPV�WKDW�WKH�³'1&�PD\�SURYLGH�LWV�VHUYLFHV�WR�RWKHU�LQGLYLGXDOV�RU�HQWLWLHV�´�WKH�

$JUHHPHQW�FOHDUO\�VWDWHV�WKDW�³VXFK�RWKHU�LQGHSHQGHQW�VHUYLFHV�VKDOO�LQ�QR�ZD\�LPSDLU�WKH�'1&¶V�

DELOLW\� WR� SURYLGH� LWV� REOLJDWLRQV� DQG� VHUYLFHV� WR� WKH� &DPSDLJQ� SXUVXDQW� WR� WKLV� $JUHHPHQW�´��

$JUHHPHQW��������HPSKDVLV�DGGHG���

���� 7KH� $JUHHPHQW� GRHV� QRW� REOLJDWH� WKH� &DPSDLJQ� WR� PDLQWDLQ� VSHFLILF� VHFXULW\�

PHDVXUHV� ZLWK� UHVSHFW� WR� &RQILGHQWLDO� ,QIRUPDWLRQ�� WR� QRWLI\� WKH� '1&� RI� VHFXULW\� EUHDFKHV�

DULVLQJ�LQ�WKH�'1&¶V�9RWHU�'DWD�V\VWHPV��RU�WR�SURWHFW�DQ\�FRQILGHQWLDO�LQIRUPDWLRQ�LQDGYHUWHQWO\�

GLVFORVHG�WR�WKH�&DPSDLJQ�E\�WKH�'1&���

The Security Incident 

���� 2Q�WKH�PRUQLQJ�RI�'HFHPEHU�����������1*3�9$1�UHOHDVHG�D�PRGLILFDWLRQ��WKH�

³5HOHDVH´��WR�WKH�VRIWZDUH�WKDW�WKH�&DPSDLJQ�DQG�RWKHU�FDQGLGDWHV�XVH�WR�DFFHVV�9RWHU�'DWD����

���� �7KLV� 5HOHDVH� FRQWDLQHG� D� FULWLFDO� VHFXULW\� IODZ� �WKH� ³%XJ´�� WKDW� DOORZHG� WKH�

&DPSDLJQ� DQG� RWKHU� SUHVLGHQWLDO� FDQGLGDWHV� WR� YLHZ� &RQILGHQWLDO� ,QIRUPDWLRQ� GLVFORVHG� E\�

FRPSHWLQJ�FDPSDLJQV���

���� 7KH� %XJ� ZDV� UHVROYHG� ZLWKLQ� DSSUR[LPDWHO\� IRXU� KRXUV�� E\� WKH� DIWHUQRRQ� RI�

'HFHPEHU�����������

���� 8SRQ�LQIRUPDWLRQ�DQG�EHOLHI��D�VLPLODU�VHFXULW\�LQFLGHQW�DURVH�ZLWK�WKH�1*3�9$1�

VRIWZDUH� GXULQJ� WKH� ����� QDWLRQDO� SUHVLGHQWLDO� SULPDULHV�� UHVXOWLQJ� LQ� WKH� XQLQWHQWLRQDO�
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WUDQVPLVVLRQ� RI� &RQILGHQWLDO� ,QIRUPDWLRQ� WR� WKH� FDPSDLJQ� RI� 'HPRFUDWLF� SULPDU\� FDQGLGDWH�

+LOODU\�&OLQWRQ��WKH�³3ULRU�,QFLGHQW´���

���� %HIRUH� WKH� %XJ� FRXOG� EH� UHVROYHG�� VHYHUDO� VWDII� PHPEHUV� RI� WKH� &DPSDLJQ�

DFFHVVHG� DQG� YLHZHG� &RQILGHQWLDO� ,QIRUPDWLRQ� �WKH� ³'LVFORVHG� ,QIRUPDWLRQ´�� WKDW� KDG� EHHQ�

GLVFORVHG� WR� WKH� '1&� E\� WKH� ����� FDPSDLJQ� RI� 'HPRFUDWLF� SUHVLGHQWLDO� FDQGLGDWH� +LOODU\�

&OLQWRQ��WKH�³&RPSHWLQJ�&DPSDLJQ´���

���� 7KH�&DPSDLJQ� VWDIIHUV�ZKR�YLHZHG� WKH�'LVFORVHG� ,QIRUPDWLRQ�ZHUH� QRW� DEOH� WR�

VDYH� RU� FRS\� WKH� 'LVFORVHG� ,QIRUPDWLRQ� GXH� WR� UHVWULFWLRQV� DQG� FRQWUROV� LQ� WKH� 1*3� 9$1�

VRIWZDUH�� � 0RVW� RI� WKH� VWDIIHUV� H[SRVHG� WR� WKH� 'LVFORVHG� ,QIRUPDWLRQ� YLHZHG� WKH� 'LVFORVHG�

,QIRUPDWLRQ�LQDGYHUWHQWO\��

���� :KHQ�WKH�%XJ�DQG�UHVXOWLQJ�OHDN�RI�WKH�'LVFORVHG�,QIRUPDWLRQ�ZHUH�EURXJKW�WR�WKH�

DWWHQWLRQ� RI� VHQLRU� &DPSDLJQ� VWDII�� WKH� &DPSDLJQ� FRQGXFWHG� DQ� LQWHUQDO� LQYHVWLJDWLRQ� WKDW�

UHYHDOHG� WKDW� RQH� LQGLYLGXDO� PD\� KDYH� UHSHDWHGO\� DFFHVVHG� 'LVFORVHG� ,QIRUPDWLRQ�� � 7KH�

&DPSDLJQ�LPPHGLDWHO\�WHUPLQDWHG�WKLV�VWDII�PHPEHU��

���� 2Q� 'HFHPEHU� ���� ������ DW� DSSUR[LPDWHO\� ����� S�P��� WKH� '1&� VXVSHQGHG� RU�

WHUPLQDWHG�WKH�&DPSDLJQ¶V�9RWHU�'DWD�DFFHVV���7KH�VXVSHQVLRQ�RU�WHUPLQDWLRQ�RI�WKH�&DPSDLJQ¶V�

DFFHVV� ZDV� XQGHUWDNHQ� ZLWKRXW� FRQWUDFWXDO� FDXVH�� DQG� LQ� FRQWUDYHQWLRQ� RI� WKH� $JUHHPHQW¶V�

WHUPLQDWLRQ�SURWRFROV��

���� 7KH�'1&�GLG�QRW�VHQG�WKH�&DPSDLJQ�DQ\�ZULWWHQ�QRWLFH�RI�WHUPLQDWLRQ��PXFK�OHVV�

DIIRUG�WKH�&DPSDLJQ�WKH�FRQWUDFWXDOO\�UHTXLUHG�WHQ�GD\�SHULRG�LQ�ZKLFK�WR�FXUH�DQ\�GHIDXOW��

���� 7KH� &DPSDLJQ¶V� LQDGYHUWHQW� DFFHVV� RI� WKH� 'LVFORVHG� ,QIRUPDWLRQ� GLG� QRW�

FRQVWLWXWH�D�EUHDFK�RI�DQ\�SURYLVLRQ�RI�WKH�$JUHHPHQW���(YHQ�DVVXPLQJ��arguendo��WKDW�WKH�'1&�

FRXOG�SURYH�WKDW�&DPSDLJQ�VWDII� LQWHQWLRQDOO\�DFFHVVHG�DQ\�'LVFORVHG�,QIRUPDWLRQ��VXFK�DFFHVV�
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ZRXOG�QRW�DPRXQW�WR�D�EUHDFK�RI�WKH�$JUHHPHQW��RU�JLYH�WKH�'1&�FDXVH�WR�VXVSHQG�RU�WHUPLQDWH�

WKH�$JUHHPHQW��

���� 7R�WKH�H[WHQW�WKDW�WKH�'1&�LV�REOLJDWHG�WR�SURWHFW�WKH�&RQILGHQWLDO�,QIRUPDWLRQ�RI�

WKH� RWKHU� FDPSDLJQV� E\� YLUWXH� RI� 9RWHU� 'DWD� $JUHHPHQWV� VHSDUDWHO\� H[HFXWHG� ZLWK� WKRVH�

FDPSDLJQV��LW�LV�WKH�'1&�DQG�QRW�WKH�&DPSDLJQ�WKDW�LV�LQ�EUHDFK�RI�WKRVH�FRQWUDFWXDO�GXWLHV���7KH�

&DPSDLJQ�VKRXOG�QRW�EH�SXQLVKHG�IRU�WKH�FDUHOHVVQHVV�RI�WKH�'1&�DQG�LWV�WKLUG�SDUW\�YHQGRU��

���� �:KDWHYHU� GXWLHV� WKH�'1&�PD\�KDYH� WR� SURWHFW� WKH�&RQILGHQWLDO� ,QIRUPDWLRQ�RI�

WKH� &RPSHWLQJ� &DPSDLJQ�� WKH�'1&¶V�$JUHHPHQW�ZLWK� WKH�&DPSDLJQ� FOHDUO\� VWDWHV� WKDW� WKHVH�

REOLJDWLRQV�³VKDOO�LQ�QR�ZD\�LPSDLU�WKH�'1&¶V�DELOLW\�WR�SURYLGH�LWV�REOLJDWLRQV�DQG�VHUYLFHV�WR�

WKH�&DPSDLJQ�SXUVXDQW�WR�WKLV�$JUHHPHQW�´��$JUHHPHQW��������

���� 7KH�'1&�PD\�QRW� VXVSHQG� WKH�&DPSDLJQ¶V�DFFHVV� WR�FULWLFDO�9RWHU�'DWD�RXW�RI�

KDVWH�RU�GHVSHUDWLRQ�WR�FOHDQ�XS�DIWHU�WKH�'1&¶V�RZQ�PLVWDNHV��

���� 8SRQ�LQIRUPDWLRQ�DQG�EHOLHI��QR�DFWLRQ�ZDV�WDNHQ�LQ�UHVSRQVH�WR�WKH�3ULRU�,QFLGHQW�

LQ�������QRU�ZDV�DQ\�FDQGLGDWH¶V�DFFHVV�WR�9RWHU�'DWD�VXVSHQGHG�DV�D�UHVXOW�RI�WKDW�,QFLGHQW��

���� 8SRQ� LQIRUPDWLRQ� DQG� EHOLHI�� WKH� &DPSDLJQ¶V� RZQ� &RQILGHQWLDO� ,QIRUPDWLRQ�

PLJKW�KDYH�DOVR�EHHQ�FRPSURPLVHG�E\�YLUWXH�RI�WKH�%XJ�LQ�WKH�'HFHPEHU����5HOHDVH��

���� 7KH�&DPSDLJQ�LV�KDPVWUXQJ�ZLWKRXW�DFFHVV�WR�WKH�9RWHU�'DWD���:LWK�HDFK�SDVVLQJ�

GD\��WKH�&DPSDLJQ�ORVHV�FULWLFDO�IXQGUDLVLQJ�DQG�SXEOLFLW\�RSSRUWXQLWLHV��

���� 7KH� ILQDQFLDO� GDPDJH� FDXVHG� E\� WKH� ORVV� RI� GRQDWLRQV� LV� HVWLPDWHG� WR� EH�

DSSUR[LPDWHO\�������������SHU�GD\���+RZHYHU�WKH�GDPDJH�WR�WKH�&DPSDLJQ¶V�SROLWLFDO�YLDELOLW\��

DV�D�UHVXOW�RI�EHLQJ�XQDEOH�WR�FRPPXQLFDWH�ZLWK�FRQVWLWXHQWV�DQG�YRWHUV��LV�IDU�PRUH�VHYHUH��DQG�

LQFDSDEOH�RI�PHDVXUHPHQW��
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����7KH�'1&¶V�XQZDUUDQWHG��XQLODWHUDO�VXVSHQVLRQ�RI�WKH�&DPSDLJQ¶V�9RWHU�'DWD�DFFHVV�

GLUHFWO\�LPSDFWV�RQH�RI�WKH�QDWLRQ¶V�PRVW�LPSRUWDQW�HOHFWRUDO�UDFHV��DQG�FDUULHV�SROLWLFDO�

LPSOLFDWLRQV�RQ�D�QDWLRQDO�VFDOH���7KH�'1&�VKRXOG�QRW�EH�SHUPLWWHG�WR�WLS�WKH�VFDOHV�RI�

WKH�'HPRFUDWLF�SUHVLGHQWLDO�SULPDU\�ZLWKRXW�FOHDU�MXVWLILFDWLRQ�DQG�FRQWUDFWXDO�FDXVH���

7KH�IDLUQHVV�RI�WKLV�SLYRWDO�QDWLRQDO�HOHFWLRQ�VKRXOG�QRW�EH�FRPSURPLVHG�EHFDXVH�RI�

VHFXULW\�IODZV�LQWURGXFHG�E\�WKH�'1&�DQG�LWV�YHQGRU��
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),567�&/$,0�
�%UHDFK�RI�&RQWUDFW�±�6SHFLILF�3HUIRUPDQFH��

�
���� 3ODLQWLII�UHSHDWV�DQG�UHDOOHJHV�SDUDJUDSKV���WKURXJK����DERYH�DV�LI�IXOO\�VHW�IRUWK�

KHUHLQ��

���� 7KH�$JUHHPHQW� UHTXLUHV� 'HIHQGDQW� WR� LPSOHPHQW� EHVW� SUDFWLFHV� DQG� UHDVRQDEOH�

GDWD� VHFXULW\� WR�SURWHFW�&RQILGHQWLDO� ,QIRUPDWLRQ� DQG�GDWD� VXEPLWWHG�E\� WKH�&DPSDLJQ�DQG� WKH�

&RPSHWLQJ�&DPSDLJQ��

���� 'HIHQGDQW�KDV�IDLOHG�WR�LPSOHPHQW�UHDVRQDEOH�GDWD�VHFXULW\�PHDVXUHV��UHVXOWLQJ�LQ�

WKH� LQDGYHUWHQW� GLVFORVXUH� RI� WKH� &RPSHWLQJ� &DPSDLJQ¶V� &RQILGHQWLDO� ,QIRUPDWLRQ�� � 8SRQ�

LQIRUPDWLRQ�DQG�EHOLHI��WKH�3ODLQWLII¶V�&RQILGHQWLDO�,QIRUPDWLRQ�KDV�DOVR�EHHQ�GLVFORVHG��

���� 7KH�$JUHHPHQW�SUHYHQWV�'HIHQGDQW�IURP�VXVSHQGLQJ�RU�LPSDLULQJ�LWV�SHUIRUPDQFH�

XQGHU�WKH�$JUHHPHQW��HYHQ�LI�RVWHQVLEO\�QHFHVVDU\�IRU�WKH�SXUSRVH�RI�SURYLGLQJ�RWKHU�9RWHU�'DWD�

VHUYLFHV�WR�RWKHU�FDPSDLJQV��

���� 'HIHQGDQW�KDV�ZURQJO\�VXVSHQGHG�DQG�LPSDLUHG�LWV�SHUIRUPDQFH�RI�LWV�$JUHHPHQW�

ZLWK�3ODLQWLII� WR�PLWLJDWH�GDPDJH�FDXVHG�E\� LWV�RZQ�EUHDFK�RI�9RWHU�'DWD�$JUHHPHQWV�HQWHUHG�

ZLWK�RWKHU�FDPSDLJQV��

���� 7KH�$JUHHPHQW�GRHV�QRW�SHUPLW�WKH�'HIHQGDQW�WR�VXVSHQG�RU�WHUPLQDWH�VHUYLFH�WR�

3ODLQWLII�LQ�WKH�DEVHQFH�RI�WHQ�GD\V¶�ZULWWHQ�QRWLFH�WR�3ODLQWLII��DQG�3ODLQWLII¶V�IDLOXUH�WR�FXUH�DQ\�

EUHDFK�RU�GHIDXOW�ZLWKLQ�D�SHULRG�RI�WHQ�GD\V��

���� 'HIHQGDQW� KDV� ZURQJIXOO\� VXVSHQGHG� WKH� 3ODLQWLII¶V� 9RWHU� 'DWD� DFFHVV� ZLWKRXW�

SURYLGLQJ�WKH�FRQWUDFWXDOO\�UHTXLUHG�QRWLFH��ZLWKRXW�LGHQWLI\LQJ�DQ\�EUHDFK�RI�WKH�$JUHHPHQW�E\�

3ODLQWLII��DQG�ZLWKRXW�DIIRUGLQJ�3ODLQWLII�DQ\�RSSRUWXQLW\�WR�UHFWLI\�DQ\�DOOHJHG�EUHDFK��

���� ,Q� YLHZ� RI� WKH� IRUHJRLQJ�� 3ODLQWLII� FRQWLQXHV� WR� LQFXU� VXEVWDQWLDO� ILQDQFLDO��

UHSXWDWLRQDO�DQG�SROLWLFDO�LQMXU\��
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���� $V�D�QRW�IRU�SURILW�HOHFWRUDO�RUJDQL]DWLRQ�ZLWK�SROLWLFDO�REMHFWLYHV��3ODLQWLII¶V�ORVV�

RI� IXQGV�DQG�SXEOLFLW\� LV�QRW�FRPSHQVDEOH�ZLWK�GDPDJHV�� �3ODLQWLII�KDV�QR�DGHTXDWH� UHPHG\�DW�

ODZ��

���� 3ODLQWLII� LQWHQGV� WR� UHTXHVW� D� WHPSRUDU\� UHVWUDLQLQJ�RUGHU� DW� LWV� HDUOLHVW� DYDLODEOH�

RSSRUWXQLW\��PDQGDWLQJ�WKDW�'HIHQGDQW�UHVWRUH�WKH�&DPSDLJQ¶V�DFFHVV�WR�WKH�9RWHU�'DWD�V\VWHP��

SXUVXDQW�WR�WKH�WHUPV�RI�WKH�3DUWLHV¶�$JUHHPHQW��

6(&21'�&/$,0�
�1HJOLJHQFH�±�3OHG�LQ�WKH�$OWHUQDWLYH��

�
���� 3ODLQWLII�UHSHDWV�DQG�UHDOOHJHV�SDUDJUDSKV���WKURXJK����DERYH�DV�LI�IXOO\�VHW�IRUWK�

KHUHLQ��

���� 'HIHQGDQW�KDV�IDLOHG�WR�H[HUFLVH�UHDVRQDEOH�FDUH�DQG�GLOLJHQFH�LQ�PDLQWDLQLQJ�WKH�

VHFXULW\�RI�LWV�9RWHU�'DWD�V\VWHPV��

���� %\�YLUWXH�RI�'HIHQGDQW¶V� IDLOXUHV�RI� FDUH�DQG�GLOLJHQFH��3ODLQWLII¶V� DFFHVV� WR� WKH�

9RWHU�'DWD� V\VWHPV� KDV� EHHQ� VXVSHQGHG� RU� UHYRNHG�� �8SRQ� LQIRUPDWLRQ� DQG� EHOLHI�� 3ODLQWLII¶V�

&RQILGHQWLDO�,QIRUPDWLRQ�KDV�DOVR�EHHQ�FRPSURPLVHG��

���� %DVHG�RQ�WKH�IRUHJRLQJ��3ODLQWLII�KDV�EHHQ�LQMXUHG�LQ�DQ�DPRXQW�WR�EH�GHWHUPLQHG�

DW�WULDO��EXW�NQRZQ�WR�H[FHHG�������������

7+,5'�&/$,0�
�1HJOLJHQW�+LULQJ�DQG�6XSHUYLVLRQ�±�3OHG�LQ�WKH�$OWHUQDWLYH��

�
���� 3ODLQWLII�UHSHDWV�DQG�UHDOOHJHV�SDUDJUDSKV���WKURXJK����DERYH�DV�LI�IXOO\�VHW�IRUWK�

KHUHLQ��

���� 'HIHQGDQW� KDV� IDLOHG� WR� H[HUFLVH� UHDVRQDEOH� FDUH� DQG� GLOLJHQFH� LQ� GHOHJDWLQJ�

PDLQWHQDQFH�RI�LWV�9RWHU�'DWD�V\VWHPV�WR�WKH�WKLUG�SDUW\�YHQGRU�1*3�9$1��
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���� 'HIHQGDQW�KDV�IDLOHG�WR�H[HUFLVH�UHDVRQDEOH�FDUH�DQG�GLOLJHQFH�LQ�HQVXULQJ�WKDW�WKH�

VHFXULW\�EUHDFKHV�WKDW�RFFXUUHG�GXULQJ�WKH�3ULRU�,QFLGHQW��XQGHU�'HIHQGDQW¶V�VXSHUYLVLRQ��ZRXOG�

QRW�UHFXU��

���� %\�YLUWXH�RI�'HIHQGDQW¶V�QHJOLJHQFH��3ODLQWLII¶V�DFFHVV�WR�WKH�9RWHU�'DWD�V\VWHPV�

KDV� EHHQ� VXVSHQGHG� RU� UHYRNHG�� � 8SRQ� LQIRUPDWLRQ� DQG� EHOLHI�� 3ODLQWLII¶V� &RQILGHQWLDO�

,QIRUPDWLRQ�KDV�DOVR�EHHQ�FRPSURPLVHG��

���� %DVHG�RQ�WKH�IRUHJRLQJ��3ODLQWLII�KDV�EHHQ�LQMXUHG�LQ�DQ�DPRXQW�WR�EH�GHWHUPLQHG�

DW�WULDO��EXW�NQRZQ�WR�H[FHHG�������������

35$<(5�)25�5(/,()�

� :+(5()25(�3ODLQWLII�%HUQLH�������,QF��UHVSHFWIXOO\�UHTXHVWV�WKDW�MXGJPHQW�EH�HQWHUHG�

DJDLQVW�'HIHQGDQW�'1&�6HUYLFHV�&RUSRUDWLRQ��

$�� 0DQGDWLQJ� 'HIHQGDQW¶V� VSHFLILF� SHUIRUPDQFH� RI� WKH� 3DUWLHV¶� $JUHHPHQW�� DQG�

'HIHQGDQW¶V�LPPHGLDWH�UHVWRUDWLRQ�RI�3ODLQWLII¶V�DFFHVV�WR�WKH�9RWHU�'DWD�V\VWHP��

%�� 2Q�WKH�VHFRQG�DQG�WKLUG�FDXVHV�RI�DFWLRQ��IRU�GDPDJHV�LQ�DQ�DPRXQW�GHWHUPLQHG�WR�

EH�DW�WULDO��EXW�SUHVHQWO\�NQRZQ�WR�H[FHHG�������������DQG�

&�� )RU�VXFK�RWKHU��IXUWKHU�DQG�GLIIHUHQW�UHOLHI�DV�WKH�&RXUW�GHHPV�MXVW�DQG�SURSHU��

'DWHG��'HFHPEHU����������
� � � � � � � 5HVSHFWIXOO\�VXEPLWWHG��
�
� � � � � � � *$59(<�6&+8%(57�%$5(5�
�
� � � � � � � %\����V���%HQMDPLQ�-��/DPELRWWH�

%HQMDPLQ�-��/DPELRWWH��(VT��
'�&��%DU��1R���������
 
�V���6HDQ�&���*ULIILQ� ��
6HDQ�&��*ULIILQ�
'�&��%DU��1R���������
�
�



1<B'2&6����������
�
� ��

Attorneys for Plaintiff 
�����3RWRPDF�6WUHHW�1�:��
�WK�)ORRU�
:DVKLQJWRQ��'�&�������������
���������������
����������������ID[��
�
�
*6%�����������


